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1 What is Okta?

SCGTS understands how frustrating it can be to remember and maintain multiple sets of credentials to access
different applications. Okta is a platform that allows us to consolidate all of those sets of credentials into a
single username and password. Once fully implemented, you will only need to know a single credential to
access all of the applications hosted by SCGTS.

SCGTS is rolling our applications into Okta via a phased approach, meaning you may not be accessing all of
your SCGTS applications through Okta right away. Specific dates and applications will be communicated to you
during this period of transition.

What are the benefits of Okta?

e Better overall experience: The biggest advantage to Okta is that it makes it simple for you to get to
the applications you need for work.

e All your apps, only one password: use one password to sign-on to your applications from one central
location called the "Okta Homepage". This means you will not have to remember all your passwords.

e Easy access from anywhere: Your Okta Homepage is available in and outside of the office and even on
mobile devices. This means you don’t have to be at your desk to use it.

Okta will lay the foundation for future enhancements and innovation across SCGTS-hosted application.

My SCGTS Apps ITIMS2 Prod Environment ITIMS2 Test Environment
B> SharePoi TIMS SCTMS
arePoint A < ' -
SC Global Tubular ITIMS2-TNG-Prod SCTMS Cognos Production
Porta
eFACILITY eFACILITY SCTMS INTELEX
eFACILITY UAT eFACILITY Production SCTMS Test - Main Intelex Production
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2 How Do | Log into Okta?

One of the best benefits of Okta is that you will only need to remember a single website URL to access your
SCGTS applications.

2.1 Sumitomo Users
If you are Sumitomo user, you may sign into Okta via the SC Web System at https://e-
sso2.sumitomocorp.co.jp/fw/dfw/tc/iwidp/sso/scgts using your Sumitomo ID (K& &ES) .

S€ Systemn

*Eorgot password?

Please enter your user |D and password, then click [Send)].

* UserID

* Password

This logon is for new Integrated Authentication System, you may be required to logon
again for starting existing system(s).

All the applications for which you have access will appear on your Okta Homepage after signing in.

Okta makes your life easier

Got itl

This section only applies if your email address ends with sumitomocorp.com. Employees of Sumitomo
subsidiaries should refer to section 2.2.
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2.2 All Other Users

Sign into Okta with the below URL:

https://scgts.okta.com

All the applications for which you have access will appear on your Okta Homepage after signing in.
The first time you sign into Okta, you will need to set up your profile:

*Note: while Okta supports all major modern web browsers such as Edge, Chrome, IE11, and Safari, ITIMS will
still require the use of IE11 at this time.

1. Inyour browser, navigate to https://scgts.okta.com.

2. Inthe username field, enter your SCGTS username. In the password field, enter your SCGTS password.

SLETS

This is the first ime you are connecting to

scqts.okta.com from this browser |

Sign In

otest

[ ] Remember me

Meed help signing in?
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3. If this is the first time you have signed into Okta, you will see the screen below.

Welcome to SC Global Tubular Solutions, Tim!
Create your SC Global Tubular Solutions account

Choose a forgot password question

What is the food you least liked as a child? v

Answer

Click a picture to choose a security image

Bui

Create My Account

a. Choose a “forgot password question”. If you need to reset your password, Okta will ask you for
the answer to your selected question.

b. Click a picture to choose a security image. Every time you sign into Okta, you will see your
security image. This provides assurance that you are logging into the SCGTS Okta system, and
not a fraudulent website.

c. Click “Create My Account” after filling in the above.

4. After successfully logging in, you will see your Okta Homepage.
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Okta makes your life easier

Any applications that you have access to will appear as icons here. Simply click one to sign into that

application.

Note: You can rearrange your icons (also called ‘chiclets’) by dragging and dropping them. You can also

create new folders by clicking the + button. You can then drag your applications into the newly created

folder.

Work

O]

Sample Header App

SCGTS

Log Me (In;

LogMeln Central

<s»asana

Asana

Work

©

Sample Header App

o o{r_vpno

LogMe(®

LogMeln Central

+

Getting Started with Okta

Page 5 of 22



Revision: 01

Getting Started with Okta *™**

3 What if | Forget My Password?

NOTE TO SUMITOMO USERS: If your email address ends with sumitomocorp.com, you should be using the SC
Web System to sign into Okta (https.//e-sso2.sumitomocorp.co.jp/fw/dfw/tc/iwidp/sso/scqts) and will never
need to reset your SCGTS Okta password as shown below. Please contact your local IT support if you need

assistance logging in through the SC Web System.

If you forget your password, click “Need help signing in?” on the login page and choose “Forgot password?”

SEaTS

Attention: if your email address ends with
@sumitomocorp.com, you may sign into
Okta with your Sumitomo ID via the SC Web
System. Please click "Sumitomo User?"
below to be redirected.

| | Remember me

Forgot Password? Sumitomo User? Click here

Unlock account?

Sumitomo user? Click here to login

N i

-

Getting Started with Okta Page 6 of 22


https://e-sso2.sumitomocorp.co.jp/fw/dfw/tc/iwidp/sso/scgts

Revision: 01

Getting Started with Okta ="

III

Then, enter your username or email address and click “Reset via Emai

Reset Password

username

Reset via Email

Back to Sign In

LIS Sk E— B — |}

You will receive a confirmation that a reset email has been sent. Now, check your email for the message from
Okta.

Prad
S

.

Email sent!

Email has been sent to otest@scgts.com w
instructions on resetting your p.

Back to Sign In

Powered by Okta Privacy Policy
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The email you receive will look similar to the below message:

okta

SC Global Tubular Solutions - Okta Password Reset
Requested

Hi Okta,

A password reset request was made for your Windows Active Directory account. If
you did not make this request, please contact your system administrator
immediately.

Click this link to reset the password for otest@scats.com:

Reset Password

This link expires in 2 days

If you experience difficulfies accessing your account, send a help request to your
administrator:

Go to your Sign-in Help page. Then click the Request help link.

This is an automatically generated message from Okta. Replies are not monitored or answered.
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Click the “Reset Password” button.

You will be prompted to enter your previously selected security question:

]
[

o

Answer Forgotten Password Challenge

What is the food you least liked as a child?

[ ] Show
Reset Password
Sign Out
NN e o ST
: ___"1.--_, il i i H

Answer the question and click “Reset Password”.

Note: If you cannot remember the answer to your security question, please contact helpdesk@scgts.com for

assistance.
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Enter your new password and click “Reset Password”.

(ttrs

Reset your Okta password

Password requirements: at least 7 characters
does not include your first name, does not include
your last name. Your password cannot be any of
your last 3 passwords

I Reset Password

Sign Out
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Note: you may also reset your password at any time by signing into the Okta Homepage. Just click your name
in the upper-right corner and select Settings.

Setlings

| Sign out

Find the section titled “Change Password” and enter your current and new password. Then click “Change
Password”.

& Change Password

Password requirements: at least 7 characters, does not Include your
first name, does not Include your last name. Your password cannot be
any of your last 3 passwords.

Enter current password

Enter new password

Repeat new password

Change Password

*Please be aware that if you have an RSA token, you may be required to enter it before you can change your
password on this screen.
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4 ITIMS2 JRE Setup

NOTE: This section is only applicable for access to the ITIMS2 system. You may ignore this section if you do
not need or have access to ITIMS2.

You or your IT department should install Java version 8u121, which is available for download here:
http://itims2.scgts.com/Files/jre-8u121-windows-i586.zip. ITIMS will not work correctly with newer versions
of Java. It is advised to turn off automatic updates for Java after installing.

4.1 Configure JRE 8

Go to Control Panel by typing Control Panel in the Windows search:

0 & Filters ~v/
Best match

[cH Control Panel
& - Desktop app

Recent
A Mail (32-bit)
Apps
[B] Settings
2 LogMeln Control Panel
Settings
& System
& Taskbar notification area
Search suggestions

L control panel - See web results >

P control panel

im O Ei B PMaFilebxplorer @ SCGlobal .. & M

Getting Started with Okta Page 12 of 22


http://itims2.scgts.com/Files/jre-8u121-windows-i586.zip

Revision: 01

Getting Started with Okta ="

Click “Programs”

« . A > Control Panel » v & |Search Co.. 2

Adjust your computer's settings View by: Category ~

System and Security
Review your computer's status
Save backup copies of your files with File History
Backup and Restore (Windows 7)
.;‘ 3 Network and Internet
Wiew network status and tasks
Hardware and Sound

)
= View devices and printers
ﬂ‘ Add a device @ Ease of Access

User Accounts
) Change account type

Appearance and Personalization

Clock and Region

& @& 5B

Change date, time, or number formats

Adjust commenly used mobility settings Let Windows suggest settings
Optimize visual display

[
[.] Uninstall 3 program
Get programs

Click “Java”

- v 4 [ » Control Panel > Programs » v @ | SearchCo.. 0

Control Panel H
ol fans ems {Programs and Features:

t'] Uninstall a program | 9 Turn Windows features on or off | View installed updates

System and Security
Run programs made for previous versions of Windows | How te install a program

Metwork and Internet
Default Programs
Change default settings for media or devices

Hardware and Sound

.

Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access
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Go to the Update table and uncheck “Check for Updates Automatically”

|44 Java Control Panel =il
| General  Update  lava | Secunty | Advanced

? The Java Update mechanism ensures you have the most updated version of the Java
P platform, The options below let you control how updates are obtained and appled.

-—
Nobify Me: Before downioading v
[T] Chedk for Updates Automatically Advanced
Ciick the “Update Now™ button below to check for updates. An icon will appear n the

system tray if an update &5 avalable. Move the cursor over the kon to see the status of
the update.

Update Now
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Go to the Security tab; ensure the “Enable Java content in the browser” box is checked.

r o N
|4 Java Control Panel |z

(V] Enable Java content in the browser

Security level for applcations not on the Excepton Site Ist

Very High

Only Java appications identified by a certificate from a trusted authonty are allowed to run,
and only if the certificate can be verified as not revoked,

o Hoh

Java appications identfied by a certificate from a trusted authonty are allowed to run, even if
the revocation status of the certificate cannot be venfied,

Exception Site List

Appications leunched from the sites ksted below will be allowed to run after the appropriate security
prompts.

-

Edit Sete Ust....

o) o) [
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Staying in the Security tab, click on the Edit Site List button.

(4} Java Control Panel R=JES

| General | Update | Java | Searity | Advanced|

[V] Enable Java content in the browser

Security level for apphcations not on the Exception Site kst
Only Java appications identified by a certficate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.
@ Hich

Java applications identified by a certificate from a trusted authonity are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Apphcations launched from the sites isted below will be allowed to run after the appropriate security

A

-

o [ eatseeust.. |

v

Exception Site List will be displayed.

(|4 Exception Site List =)

Applications launched from the sites isted below will be allowed to run after the appropriate security
prompts.

Chick Add to add an item to t

e bt
0 Uws st

Add Remove

“Ju FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where avaiable,

Lo ] [ concdl |

Getting Started with Okta
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Click Add and enter the URLs as shown:

Exception Site List

Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts.

... Location

https://appitimsdev.scgts.com
https://appitimsprd.scgts.com
https://appitimstst.scagts.com
https://appitimssmk.scgts.com

https: //www .example.com/dir/ or https: //

1 example.com/app html

Add Remove

‘ls FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Cancel

Add each of the new URLs:

https://appitimsdev.scgts.com (for access to ITIMS2 Dev)

https://appitimstst.scgts.com (for access to ITIMS2 Test)

https://appitimssmk.scgts.com (for access to ITIMS2 Smoke Environment)

https://appitimsprd.scgts.com (for access to ITIMS2 Production)

Click OK to save and close the Java configuration window.
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Now, go to the Java tab and click the “View button:

—

-
| &/ Java Control Panel
| General [ Update | Jva | Seaurity | Advanced f

View and manage Java Runtime versions and settings for Java appications and applets,

o« [ cancel ]

4

|8

Ensure the “Enabled” box is checked. Paste the following line into the “Runtime Parameters” column and click
OK when done.

-Djava.vendor="Sun Microsystems Inc."
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Go to the Advanced tab and scroll down and find “Mixed code (sandboxed vs. trusted) security verification”.
Select “Enable — hide warning and run with protections”. Click OK when done.

(& Jave Control Panel B
| General | Update | Java | Secsty Advanced | }
|
Never nstall A

Secure Executon Ervironment
V! Allow user to grant permssions 1o signed content ‘
| Show sandbox warming banner
V! Alow user to accept JNLP seaurity requests
| Dot prompt for chent cer tificate selection when no certificates or onlly one exists ‘
V| Warn if site certificate does not match hostname
™| Show site certificate from server even if it s vaid
Med code (sandboxed vs., trusted) ¥ verify
) Enable - show warming if needed
& Enable - hde warning and run with protections
) Enable - hide warning and don't run untrusted code
") Desable verification (not recommended)
Perform sgned code certficate revocation dhacks on
Publisher’s certificate only
§ Al certificates in the chan of trust E
Do not check {not recommended)
Check for signed code certificate revocation usng
Certficate Revocaton Usts ((RLs)
Oniine Certificate Status Protocol (OCSP)
@ Both CRLs and OCS \
Perform TLS certificate revocation checks on ‘
") Server certificate only |
© Al cervficates in the chan of trust
Do not check (not recomemended)
Check for TLS cerbficate revocation using
Cervficate Revocation Lists (CRLs) ks

[l ]| 5

- J

4.2 Configure WebUtil Setup

The ITIMS application uses the WEBUTIL function to upload documents. In order for the WEBUTIL function to
work, the following files should be copied to the folder “C:\Program Files\Java\jre1.8.0_121\bin” for JRE vers
ion 8ul21l.

% d2kwut60.dll

% jacob.dll

%, JNisharedstubs.dll
__| webutil.properties

Note: You need to have full permission to the folder “C:\Program Files
(x86)\Java\jre1.8.0_121" and its contents to copy the files and for WebU'til to work properly. If you do not
have permission, please contact your IT department.

You can download a Zip file containing the files via the ITMS2 Homepage:
http://itims2.scgts.com/Files/WebUtilFiles.zip

After the files are copied, please restart your machine. Now you should be able to upload documents to ITIMS.
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5 RSA Authentication

NOTE: This section is only applicable for access to the ITIMS2 system from outside the SCGTS network. You
may ignore this section if you do not need or have access to ITIMS2.

If you need to resync your RSA fob, follow directions as shown here:
http://itims2.scgts.com/Files/Procedure%20to%20Resync%20FOB.pdf

As a reminder, RSA passcodes are comprised of two elements: a PIN (which is always the same) and the 6-
digit RSA token code. For example, if your PIN is 9876, and the tokencode displayed on your fob is 123456,
then the passcode you enter will be 9876123456.

Follow the steps below to use RSA Authentication when signing into ITIMS2 with Okta.

If you have already used RSA in Okta, simply enter your PIN plus the token code from your RSA fob when
prompted:

iy

(SCETS

N

RSA SecurlD

Enter your RSA SecurlD passcode
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Set up multifactor authentication

Your company requires multifactor authentication
to add an additional layer of security when signing
into your Okta account

@ RSA SecurlD
Enter a single-use code from a hardware

token.

Setup

If you have never used RSA with Okta, a brief setup is required. Click “Setup” and follow the steps below.

1. Enter your RSA username and PIN+tokencode and click Verify; you will then be signed into the

application and have completed RSA setup. If you have not yet established a PIN, just enter the

tokencode from your RSA fob.

RSA SecurlD

© The field cannot be left blank

© The field cannot be left blank

Back to factor list

[N GG e et o
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2. If prompted to create a PIN, do so by following the prompts. You will need to enter it twice. Note: The
RSA Passcode field may maintain your previous input. Simply select it and delete it before entering
your new PIN. This bug has been acknowledged by Okta, and they are working on a fix.

RSA SecurlD

RSA SecurlD
Enter a new PIN having from 4 to 8 u Please re-enter new PIN-.
digits:.
otest
otest
Enter RSA passcode

L XX ]
@ The field cannot be left blank

Back to factor list Back to factor list

3. Finally, wait for the tokencode on your fob to change, then enter your new PIN+tokencode to
authenticate.

I Lt A |

RSA SecurlD

PIN Accepted. Wait for the token code
to change, then enter the new
passcode:.

otest

..........‘

I Back to factor list
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